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/ Abstract \

This paper studies one of type of cybercrimes, known as hacking. It goes through different aspects of the crime

that all deals mainly with the criminal protection of the information systems, programs, and technology. Cybercrimes
is proven to be the key/opening to different types of crimes, and it is favored by criminals. In the first chapter of this
paper, we will look at the “System Protection Programs” and whether it is a must for the privilege of legal protection
or not. Additionally, the paper will discuss fundamental ideas of all crimes, specifically the idea of “Attempted Crimes”
and “Preparation Works of the Crime” and that in the second chapter. The study reaches a number of conclusions

and remedies that mainly aim for increasing the criminal confrontation of cybercrimes and understanding the new

@)ects of that crime with regards to fundamental criminal law ideas. /
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"Article 5

Principles relating to processing of personal data

1. Personal data shall be:

(a)processed lawfully, fairly and in a transparent manner in relation to the data subject (‘lawfulness, fairness and
transparency’);

(b)collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible
with those purposes; further processing for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes shall, in accordance with Article 89(1), not be considered to be incompatible with the
initial purposes (‘purpose limitation’);

(c)adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed ('data
minimization’);

(d)accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that
are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay
("accuracy’);

(e)kept in a form which permits identification of data subjects for no h than is necessary for the purposes for which the
personal data are processed; personal data may be stored for longer periods insofar as the personal data will be
processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical

purposes in accordance with r 89(1) subject to implementation of the appropriate technical and organizational
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measures required by this Regulation in order to safeguard the rights and freedoms of the data subject (‘storage
limitation’);

(flprocessed in a manner that ensures appropriate security of the personal data, including protection against
unauthorized or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or

organizational measures (‘integrity and confidentiality’)."
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1245 Council of Europe, Convention on Cybercrime, European Treaty Series — No.185, Article 2 - lllegals Access :Each
Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under its
domestic law, when committed intentionally, the access to the whole or any part of a computer system without right. A
Party may require that the offence be committed by infringing security measures, with the intent of obtaining computer
data or other dishonest intent, or in relation to a computer system that is connected to another computer system.
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