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Abstract

The study showed that extortion and cyber threats are among the most widespread
cybercrimes and have an impact on an individual's social and psychological security;
being afraid, dismayed, and insecure by the threat of a crime, the disclosure of secrets
or indecent matters, in exchange for requesting or commissioning an order, the
performance of an act or omission - helped by the increased use of the International
Information Network. The study illustrated the research problem of how an individual's
criminal protection and property, or the same and other threats and extortion, The study
clarified the similarities and differences between the two laws concerning article 42 of
the Federal Law on Combating Rumors and Cybercrime, and articles 26 and 25 of the
Egyptian Law on Combating Information Technology Crimes, among others. The study
aimed at strengthening the autonomous capabilities of the control agencies, with the
need to know the legal model of extortion and cyber-threat offenses in UAE and
Egyptian law, specifically, their mitigating and aggravating sanctions, and to know the

adequacy of the provisions of the laws in the legislative confrontation.

The study also relied on the descriptive curriculum of legal texts with a critical
analytical vision and comparative approach. The study reached several conclusions and
recommendations outlined in the body of the study. One of the most important findings
was that the federal legislator did not differentiate in the form of a threat, stating that it
was written or oral. Among the most important recommendations is the addition of the
word "disclosure" in the phrase: "... or by attributing or disclosing honor and
consideration...". in the second paragraph of the article (42).

Keywords:
Threat — Blackmail — Cyberbullying — CyberblackmaiI.D

1-Biography: Dr. Essam Al-Din Abdel-Aal obtained a doctorate in law and police
sciences from the Cairo Police Academy in 2014. He is a lecturer at the Cairo Police
College and has participated in several regional and local court research
competitions.
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1- art, § 873. , US Penal Code and Criminal Procedure, 18 U.S. Code § 873 -
Blackmail " Whoever, under a threat of informing, or as a consideration for not
informing, against any violation of any law of the United States, demands or receives
any money or other valuable thing, shall be fined under this title or mprisoned not
more than one year, or both’. SEE: Mohamed Hassan Mekkawi, (2022)," Cyber
Blackmail between Threats and Protection: A Study of the Egyptian and American
Legislations ,(op.cit), p65.

2- Roberta Liggett O'Malley, (et.al), (2022)," Cyber Sextortion: An Exploratory
Analysis of Different Perpetrators Engaging in a Similar Crime",National Institutes
of Health (NIH) (.gov), p1.

https://pubmed.ncbi.nim.nih.gov/32146856/
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1- Karla Dhungana Sainju, (et.al),(2018),“ Electronic Monitoring for Pretrial Release:

Assessing the Impact ", FEDERAL PROBATION, Volume 82 Number 3United States

Courts | (-.gov), p1.

https: //www.uscourts.gov/sites/default/files/82_3_1.pdf
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