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Designing a firewall model to protect web applications based on
the genetic algorithm

Eng: Ameer Ahmad”
Dr: Mohammad Bassam Kurdy"™

Abstract

Since the spread of computer networks and technology and the emergence of the Web, the
reliance on the Internet has increased significantly because of the great facilities it provides to
users. With it, the number, size, and complexity of the electronic services provided increased to
cover a large area in all sectors, but this increase was accompanied by an increase in attacks
based on Web applications, which are considered Nowadays it is not safe at all.

According to the great development witnessed in this field, the development of attacks aimed
at penetrating user accounts and stealing sensitive data that can be used to harm the users of
these applications has increased, so it was necessary to study the offensive and defensive
mechanisms and employ them in developing a system capable of protecting these applications
from different types of attacks.

In this research, we present a firewall application based on a type of evolutionary algorithm
(genetic algorithm) to protect against three types of scripting attacks (cross-site scripting (XSS),
SQL injection, blind SQL injection), where we generate offensive requests based on Genetic
algorithm and then we provide the database of the firewall with these requests, where the results
showed the efficiency of the proposed system to check the quality of requests received for a web
application with accuracy (99.2%), which will contribute to the protection of applications from
penetration of these types mentioned previously.

Keywords: Network security, Artificial Intelligence and Cybersecurity, Evolutionary
algorithm, Cyber attacks and Threat models, genetic algorithm, Web Application Firewall.
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g5l e 25 5 gale a1l 25
injection attack &5l o 25 5 attack

HTTP Request xss Request sql injection blind sql injection
attack attack attack
am %44,) %A, A %44,V %34,

Gl Jsanll 85l malall e slaeYl,
lall L i) Cilasay JSS SUill 48y (b o3
fb LS ole sl
99.1+98.8 + 99.7 + 99.2
4

i1 X _
n
=99.2

o Wuhy 8~y tal) Gl daal) 48 ¢ ilss
-(99.2)

Aadail EO e el aldail) 45lie s LS

A gl Aalal) ang sl Jlall adi 8 (554l

gl im0 (125 135 14) aaball

aels aladily G yaell Cleagd) halails da idall

285l (yays Bl sall Cilangdl ac s dacal i) sl

ol LS Adally Alaiu) ()

X =

101

e il rnge 50 LS i Gl Ly
el gyalall Clany AU i) (35S o slely
Liad % (e g ez dgaill Aoy Glanal @lldg Sa L
Lal (s J<U daly % 25 3yl Jaes alaiely
35 Y Cumy Jla¥) anad T S8 gl Ly
.Jaa 10000

Glallall LY (may A6 Jslaall i
A lsall daulsy Ledle Ulaas il 4 gl
ddg e ol Baaa b oy Leesd 2pand o dgisal
35

sgl injection attack (1) Jsaa

Request No Sql Injection Request m

Yraey Drop table username; ——' No

Yeirvae

admin’ and 1=0 union all select '‘admin’ No

AEIEATRS Select case when substring ='#'; No
Yeavy Select if (x-y.sleep(30).'a'): yes
Yooan Select * into @'admin’; yes
Yov.y As inject where x=0#: yes
Yavy Union all select @user(); yes
Yavey And Sleep (10)="; yes
Yv.as waitfor delay '00:00:30" or sleep(5); yes

xss Request attack (2) Jsal
Request No XSS Request New
YYVE \u0061lert™";</script></tr>java<tbody/> No
oA data=type="image" <video><source >button No
onerror=alert();

avie [u0061lert™;</script>height=&#x0A;accept-charset=2  yes
YEVYR <script src=%(jscript)> yes
Yidey <type="image" src=%(scriptlet)> yes

blind sql injection attack (3) Jsaall

Request No blind sql injection Request m

YVIyY SELECT pg_sleep(5); No
YAYQY or SELECT pg_sleep(5); yes
YAVio b'/my%20documents/* and 1 yes
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